
Cybersecurity Threats Are Ever-Present 
The recent Yahoo! data breach, which affected more 
than 500 million accounts, has companies of all sizes 
particularly attuned to cybersecurity issues and looking 
for solutions. Cybersecurity – which can generally be 
defined as security from attacks against, or unauthor-
ized access of, computer networks and/or data – should 
be on every business executive’s mind. Ignoring the 
threats could prove disastrous.

According to IBM and the Ponemon Institute, the av-
erage cost of a data breach in the United States is $7.01 
million, and the global average cost per lost or stolen re-

cord containing sensitive information is $158. Among 
other things, such costs result from post-breach investi-
gation expenses, legal bills, identity protection services, 
regulatory compliance measures, and the implementa-
tion of new technology. 

Moreover, one of the biggest financial consequences 
of a data breach is customer turnover due to lost trust. 
Lost trust and concerns about continuing security is-
sues may also prompt civil lawsuits and government 
investigations. Knowing and complying with cyberse-
curity laws should be a top priority for any company 
seeking to avoid such consequences. 
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The Complex Legal Framework 
Surrounding Cybersecurity 
Breaches

There is a patchwork of overlapping laws 
and regulations relating to cybersecurity 
issues. For example, there are specific cy-
bersecurity breach reporting laws in cer-
tain industries, including the health care 
and financial services industries. Forty-
seven states have some type of breach no-
tification laws, though they vary between 
states. And agencies such as the Depart-
ment of Justice, Office for Civil Rights, 
Federal Trade Commission, and Food and 
Drug Administration all have the ability to 
investigate data breaches. 

Indeed, one of the most concerning 
court cases affecting corporate liability for 
cybersecurity issues involved a govern-
ment agency. F.T.C. v. Wyndham World-
wide Corp., 799 F.3d 236 (3d Cir. 2015). 
The FTC sued Wyndham Worldwide Cor-
poration for failing to adequately safeguard 
its computer network, thereby allowing 
hackers to access customer information. 
The Federal Court of Appeals for the Third 
Circuit upheld the FTC’s authority to sue 
under a provision of the FTC Act. The 
practical impact of the case is that the FTC 
can sue companies for data practices that it 
deems “unfair” to consumers. 

This holding is problematic for cor-
porations because “unfair” data security 
practices are difficult to define in the ever-
changing technology sector. For example, 
if a company fails to fix an application vul-
nerability, is it unfair to consumers even if 
the company exceeds security expectations 
in other areas? Who is properly liable – the 
application developer, the contractor who 
built the website using the application, the 
corporation whose name is on the site, or 
some combination? Such questions are not 
settled. 

In addition to agency investigations 
and lawsuits, companies often face private 
litigation, including class action lawsuits, 
when there has been a security breach. 
Typical claims asserted in such cases in-
clude negligence and bailment. 
Best Practices for Handling 
Cybersecurity Threats

Companies can and should take proac-
tive steps to protect against cybersecurity 
threats. Having the appropriate safeguards 
and companywide processes in place will 
help a technology team detect breach at-
tempts before they happen. 

According to IBM and the Ponemon 
Institute, encryption decreases per-record 
loss by $13, and appointing a chief infor-
mation security officer decreases the loss 
by $7 per record. The ability to prevent 
cyber threats can also be enhanced by 
increased employee awareness training, 
limitations on access to sensitive data sites/

equipment, and forms of monitoring on-
line activity. Such actions have been shown 
to decrease per-record losses as well. 

Another important safeguard is insur-
ance. Cybersecurity costs are often ex-
cluded from general liability and property 
insurance policies, making cybersecurity 
insurance essential. Having cybersecurity 
insurance decreases the per-record breach 
loss by $5. 

Since hacking methods often evolve fast-
er than companies can adapt, data breach-
es are virtually inevitable. It is thus crucial 
to have an effective breach response team. 
Developing procedures for detecting and 
responding to data breaches decreases the 
per-record loss due to a breach by $16. 

It is also important to retain appropriate 
outside professionals. A public relations 
firm can help manage a company’s image, 
consumer relations, and communications 
with the media in the event of a cybersecu-
rity breach. Finally, it is essential for a com-
pany to have a knowledgeable legal team 
that is well-versed in cybersecurity laws 
to both provide advice regarding the state 
of the law and best practices, and to assist 
during any lawsuit or investigation should 
a breach occur.

Steve Kerbaugh is an attorney at Anthony Os-
tlund Baer & Louwagie P.A. He regularly advis-
es businesses and represents clients during all 
phases of commercial litigation. Katie Zuroski 
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University of St. Thomas School of Law.

November 2016 C-Level MagazineTM Minnesota |  7


